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Why TRNG is Important?

•Cryptographic Security: TRNGs provide unpredictable keys, making it extremely difficult for attackers to

guess or reproduce encryption keys used in secure communications.

•Authentication & Digital Signatures: Strong randomness is required for secure authentication protocols

and digital signatures to prevent impersonation and replay attacks.

•Protection Against Side-Channel Attacks: High-quality random numbers prevent attackers from ex-

ploiting predictable patterns in hardware or software implementations.

•Quantum-Resilient Security: TRNGs enable quantum-resistant cryptographic algorithms, ensuring robust

security in the face of future quantum computing threats.

•AI Model Integrity: In artificial intelligence, random initialization and data shuffling enabled by TRNGs

are essential for robust model training and preventing bias or overfitting.

• Secure Data Generation for AI: TRNGs are fundamental to synthetic data generation, privacy-preserving

algorithms, and federated learning, where trustworthiness and unpredictability are crucial.

The Proposed B+HCCES TRNG Module

• In this work, we propose a True Random Number Generator (TRNG) architecture named Braided and

Hybrid Cross-Coupled Entropy Source (B+HCCES) TRNG module.

• The proposed B+HCCES TRNG module generates random numbers based on the race hazard and jitter of

braided and cross-coupled combinational logic gates.

• The B+HCCES architecture depends on: 1) Proposed HCCLG module. 2) Proposed B-XOR-LG module.

Figure 1: (a) ring Oscillator. (b) CCX module. (c) Proposed B-XOR-LG module. (d) the

proposed HCCLG module.

Figure 2: The detailed structure of the B+HCCES TRNG architecture with the storage

control module, and the serial module.
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The Summary of Computational Performance and Power Consumption for
the Proposed B+HCCES Unit Across the FPGA Chip

Entropy Test Results

Restart Test Results

Figure 3: Test results of six restart cycles.

Figure 4: Distributions of four power-up batches: Each batch consists of 250 samples, each

with a 1000-bit length.

Conclusion and Future Work

•High Throughput: The B+HCCES TRNG, implemented on a Cyclone-V GT FPGA, achieves a data rate

of 300 Mbps.

•Resource Efficiency: Utilizes a minimal number of 23 LUTs and just 3 DFFs, ensuring efficient use of

FPGA resources.

• Standards Compliance: Successfully passes stringent evaluations, including the NIST SP800-90B and BSI

AIS-31 test suites for randomness and entropy quality.

• Scalability and Adaptability: The architecture is highly scalable, making it suitable for a wide range of

applications without sacrificing performance.

• Security and Reliability: Sets a new benchmark in random number generation for FPGA-based systems,

enhancing the security and reliability of cryptographic and AI applications.

• Future-Proof Design: The efficient architecture paves the way for further innovation and adoption of

high-quality TRNGs in advanced digital systems.
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